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Course 540: Windows Networking Infrastructures 
(4 days)
Who should attend…
In this intense hands-on course, you'll learn the essential of Networking Infrastructures found in a Windows Server Environment. Topics include IPv6, DNS, DHCP, Terminal Services, and Internet Information Server. Installation, Configuration and Management of these topics is included in a very compact course. This will benefit Administrators, Networking Staff, and Managers who need to understand how Windows services leverage the Networking Infrastructures. The focus of the course can be adjusted for Windows 2003 or 2008, depending on the organizations migration plans.
Suggested Prerequisites…

· Windows 2003 or Windows 2008 Foundations Course
· Understanding of Active Directory Domains & Forests
Course Outline…

Chapter 1: Windows Networking Overview
Networking components of Windows 2003 and Windows 2008

Configuring the IPv4 TCP/IP stack, including multiple network cards and addresses

Command-line management of IP addressing and diagnostics
Workshop: Controlling Networking in Windows Servers
IP Address schemes and planning

Fundamentals of IPv6
IPv6 and Windows Servers
Workshop: IPv6 management in Windows Servers
Chapter 2: Domain Name Services (DNS)
DNS and Name Resolution Fundamentals

Dynamic DNS (DDNS), Non-dynamic DNS (NDDNS), Secure Dynamic DNS (SDDNS)

Stub-zones and Global-zones
Forward and Reverse-lookup Zones
Command-line management of DNS

Workshop: Install and Configure Windows DNS Services
DNS Zone Transfers

Connecting/Replicating with external DNS Servers
How Active Directory Utilizes DNS

IPv6 and DNS

Workshop: Managing DNS within an Active Directory environment
Chapter 3: Dynamic Host Configuration Protocol (DHCP)  
DHCP fundamentals

How does DHCP work in a Windows environment
Authorizing DHCP in the Active Directory
Creating and Managing Scopes

Workshop: Installing and Configuring DHCP Services
Address Leases and Reservations

DHCP in a Routed Environment

DHCP and IPv6: Stateless and Stateful configuration

Workshop: Managing DHCP components
Chapter 4: Routing and Remote Access  
Windows Routing and Remote Access Services (RRAS)

Using a Windows Server as a Router

Workshop: Installing and Configuring Routing Services
Static vs Dynamic Routing 

Routing Protocols (RIP and OSPF) 

Workshop: Utilize Static and Dynamic Routes

Securing Network Traffic with IPSec

IPSec: Tunnel and Transport mode

Virtual Private Networking (VPN)

Workshop: Configure inbound and outbound VPN connections

Chapter 5: Remote Management Tools
Overview of remote management in Windows
Windows Management Instrumentation (WMI) 

Windows Firewall Overview and Configuration

Workshop: Utilizing Windows Management Tools across the network
Remote Desktop for System Administration

Supporting users with Remote Assistance
Workshop: Remote Desktop and Remote Assistance
Chapter 6: Terminal Services / Remote Desktop 
Understanding Terminal Services vs Remote Desktop

Install and Configure Terminal Services
Workshop: Install and Configure Windows Terminal Services
Terminal Services Licensing Services
Selecting Licensing Mode: per-user and per-device

Workshop: Deploy Windows Terminal Services Licensing
Tuning Windows Terminal Services

Connecting Terminal Services to the Internet
TS Gateway and TS Web Access
Non-Windows clients and Terminal Services

Workshop: Connecting Terminal Services to the WAN
Chapter 7: Internet Information Server Essentials
IIS 6 Overview: Windows Server 2003
IIS 7 Overview: Windows Server 2008

Workshop: Deploy and Manage IIS on Windows Servers
Windows SMTP Services

Workshop: Install and Configure Windows SMTP Services
Windows FTP Services, including Microsoft FTP 7.5

Workshop: Install and Configure Windows FTP Services

Chapter 8: Understand Networking with Hyper-V
Virtualization within Windows Server Products

Network utilization with Hyper-V (2008) and Virtual Server (2003)

Workshop: Configure a virtual machine for networking

Advanced management of Hyper-V

Dedicating Networking Interfaces for Virtualization

Workshop: Controlling Networking Interfaces in Hyper-V

Please contact your ROI representative to discuss course tailoring!!!
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