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Course 553: 
Active Directory Troubleshooting & Disaster Recovery 
(2 days)

Who should attend…
In this intense hands-on course, students will learn how to troubleshoot and recover an Active Directory following a disaster. Through Real-World scenarios, students will experience and recover from deletion, corruption, Operating System, and replication related disasters. 
Suggested Prerequisites…

· Windows 2003 & Active Directory Experience
Course Outline…

Chapter 1: Active Directory Troubleshooting
Active Directory structure
Understanding the Domain Naming Contexts

Active Directory usage of DNS

Preparing a Backup of the Active Directory

Performing a Non-Authoritive Restore

Chapter 2: Active Directory User Repair
Recovering Individual Deleted Objects

Understanding Delete Object Tombstones

Performing Authoritive Restores

Chapter 3: Active Directory Database Repair
Resetting Local Administrator passwords with a Linux Boot Floppy

Using the Recovery Console

Booting into Directory Services Restore Mode (DSRM)

De-fragmenting the Database

Relocating the Database

Repairing a Damaged Database

Running DCPromo using an existing database as a starting point
Chapter 4: Active Directory Replication Repair
Transferring & Seizing FSMO roles 

Forcing LDAP and RPC based replication

Sysvol replication issues

Troubleshooting LDAP Security issues

Removing non-functional domain controllers
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